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INTRODUCTION

INTRODUCTION

Since the start of the Crimean war in 2014, Russia
has masterfully exploited societal divisions present
in Ukrainian society and abroad. The war against
Ukraine was part of the Kremlin's long-term foreign
policy attempt to preserve or (re)gain influence
over the post-Soviet space and its countries by cre-
ating so called “frozen conflicts” in territories such
as Transnistria in Moldova, Abkhazia in Georgia or
Donetsk in Ukraine, which claimed independence
based on alleged differences or societal divisions
rooted in ethnicity, language, historical origins etc.,
supported by the Russian state. Territorial seces-
sionism as a foreign policy tool has been enabled
by rights-based territorial discourses or narratives
to legitimize current-day or historical justifications
for territorial authority over a piece of land.

Political Capital has laid out in numerous studies
how the Kremlin transformed European far-right
parties and extremist organisations harbouring
age-old territorial or other grievances against oth-
er countries into pro-Russian political assets since
the early 2000s to garner intelligence and leverage
over foreign countries’ political life.' The pro-Krem-
lin extremists and their media potential was then
put to good use during the illegal occupation of
Crimea in 2014, to provide political and media
cover for the illegal secession referendum and the
subsequent war in Eastern Ukraine. Russian power
projection has also relied on disinformation cam-
paigns - “active measures” - targeting audiences
in Poland, Hungary, Slovakia and Ukraine to create
or escalate bilateral tensions between these coun-
tries along ethnic or territorial lines to this day. The
leaked emails of Vladislav Surkov,? a chief strategist
of the Crimean annexation, detailed how Ukraine's
territory could be further disintegrated or “federal-
ised” with the help of minority/secessionist organi-
sations in Poland, the Czech Republic, Hungary and
Slovakia.?

Vulnerabilities to Russian media or other (hard or
soft, sharp) influence have been investigated ex-
tensively before.* We have not set out to define the
Kremlin's overall strategy to destabilize European
security and economic coalitions in order to shift
the balance of power in its favour. Rather we seek to
understand the inner workings of “revisionist” dis-
information campaigns as tools of destabilisation
on a regional level. To this end, with the help of the
Open Information Partnership, Political Capital and
its partners in Romania, Serbia, Slovakia, Ukraine
and Poland launched a year-long media research
study in six countries to identify pro-Kremlin do-
mestic or international disinformation campaigns,
or so called “active measures,” that are specifically
reliant on revisionism and inter-ethnic conflicts.’

We hope that our research findings may provide
local elites, the Euro-Atlantic Community and the
wider public with insights and tools to better iden-
tify and thwart Russian hostile information opera-
tions based on social divisions and identity politics
aimed at upending European peace and stability.



METHODOLOGY AND THE SCOPE

OF RESEARCH

The geographical scope and timeframe of the me-
dia research study was defined to reflect current
or past territorial disputes - flashpoints of nation-
al discourses related first and foremost to World
War | about identity, language or territories and
proactively utilized by the Kremlin to sow divisions
among Central-European countries.

We therefore chose to limit our research to Poland,
Slovakia, Hungary, Romania and Serbia, in addition
to Ukraine, as focal points of hostile disinformation
operations, because they all experienced territorial
disputes and shifting borders dating back to World
War |. More specifically,

Romania: Romania celebrated the 100-year anniver-
sary of its Great Unification of Bessarabia, Bucovina
and Transylvania in 2018.

Hungary: 2020 is the 100th anniversary of the
Trianon Treaty, declared the Year of National
Togetherness by the Hungarian National Assembly
to commemorate the loss of territory and popula-
tion formerly belonging to the Hungarian Kingdom
and the Austrian-Hungarian Monarchy.’

Poland: Historical legacy of the Polish-Ukrainian War
between 1918 and 1919 that resulted in the control
of Galicia and the city of Lviv by the Second Polish
Republic until 1939.

Current inter-ethnic conflicts: Disinformation cam-
paigns based on current territorial conflicts ad-
dressed Russian revisionism in Ukraine and Slovakia,
and the status of Kosovo in Serbia.

In line with the timing of national anniversaries and
commemorations, we conducted our media mon-
itoring activities during the period from 1 January
2018 to 15 April 2020, to reveal Russian hostile
influence operations targeting the commemora-
tive events or exploiting other forms of territorial
revisionist, separatist tendencies and inter-ethnic
conflicts in the countries under review.

The research addressed the following four ques-
tions:
1. What are the basic and most widespread
revisionist narratives, related (dis)information
strategies and identity politics concerning the
official commemorations of World War | or
other significant current-day territorial issues?

2. What are the drivers of revisionist media
trends, in terms of events, actors and media
sources in news media and in social media?

3. What are the prerequisites for the success-
ful dissemination and construction of revision-
ist narratives and messages in pro-Kremlin
media in each of the countries under review?

4. What are the vulnerabilities of each society
to foreign hostile influence operations based
on territorial issues and societal divisions be-
tween minority and majority populations?

We defined a “narrative” as a specific structure of
(real or imaginary) events or occurrences linked by
causality in storytelling, which can be articulated
in oral, written, visual etc. forms of communication.
Within each narrative we were looking for the type
of information used to interpret the main line of ar-
gumentation: (1) information (fact-based, objective
reporting); (2) disinformation (misleading informa-
tion disseminated intentionally); (3) misinformation
(ad hoc or accidentally false information).

Because territorial revisionist tendencies against
other countries are not present in Slovakia and
Ukraine, we expanded the operational definition
of “revisionist narratives” in two important ways.

First, revisionist narratives were categorised as
either exhibiting “aggressive” or “victimhood” as-
pects. "Aggressive” territorial narratives express
a wish or demand for territorial change, or a revi-
sion of borders favouring a certain state or coun-
try, while “victimhood"” narratives express fear of a
possible change of the sovereign status of a given
territory.
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Second, we distinguished between "domestic” and
"Russian” revisionist narratives. While domestic nar-

ratives were not created to manipulate specific au-

diences and did not necessarily contain any disin-

formation, pro-Kremlin or Russian disinformation

meta-narratives reinterpreted domestic narratives

for disinformation purposes as part of their disin-
formation campaigns.

In Ukraine, our initial desktop research revealed
that territorial revisionism or territory-related
narratives present in the current media space
and domestic political discourse first and
foremost addressed the ongoing Russian war
against Ukraine rather than historical narratives (al-
though it must be noted that World War Il is a very
important topic for pro-Kremlin actors in Ukraine).

Since the start of the invasion in 2014, Russia has
maintained the position that its regular military
units occupying Donbas and Crimea are actually

local “separatists,” and thus the question of territori-
al integrity of Ukraine is one of local ethnic conflicts.

The following research methods were used to pre-

pare this study.

Desktop research to collect the necessary in-
formation related to territorial revisionist pol-
itics, political ideas and media activity in each
country to narrow down our research foci, and
create three lists of mainstream, far-right and
pro-Kremlin media for monitoring purposes.
In-depth interviews with experts of scientific life,
politics and the media so as to move beyond
an exclusive reliance on open-source informa-
tion, and to acquire a deeper understanding
of the background of certain actors and events.
Monitoring of revisionism-related websites' ar-
ticles and Facebook messages on mainstream
news media, and fringe pro-Kremlin and far-
right media using the SentiOne online plat-
form's research function which gathered data in
the given timeframe based on country-specific
sets of keywords selected by our researchers in
each country under review.® As a result, we end-
ed up with “relevant” messages in the forms of
website articles or Facebook posts related to
revisionist ideas, territory-related information,
disinformation, conspiracy theories, and all the
"irrelevant” messages produced by the media
on our three initial media lists.

Media data gathered was analysed using four dis-
tinct research methodologies.

Time trends of the dissemination of website
articles and Facebook posts were analysed
through the SentiOne platform’s data visualiza-
tion tools to understand the main events, actors,
media, etc. driving mainstream or fringe media
discourseswebsite.

To identify, map and categorise the most preva-
lent revisionist narratives present in each coun-
try, we took a random, representative sample
of website articles of at least 500 articles per
country. The recurring, representative themes
of articles were categorised into the main types
of narratives present in each country.’

To understand what conditions or prerequisites
make revisionist or territory-related narratives
and conspiracy theories successful in social me-
dia, we compared the most successful fringe
(far-right or pro-Kremlin) Facebook pages’ and
posts’ statistical performance to each other in
terms of the number of interactions (based
on the number of reactions, comments and
shares).

The research utilized a "big data approach” to
comprehend how pro-Kremlin networks of
websites in each country disseminated revi-
sionism or territory-related messages through
hyperlinks embedded in articles, in order to
direct their audience to other revisionist sites
or construct impactful messages by referenc-
ing - many times - third party sources website.

Ultimately, we combined several layers of analytical

and methodological approaches to provide a com-

prehensive picture of all the revisionist narratives

and related (dis)information campaigns utilized by

pro-Kremlin actors to sow social polarisation and

geopolitical instability in all six countries under re-

view.
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Expert interviews, Facebook and network
analysis of mainstream, fringe far-right and
pro-Kremlin sources demonstrated that the
issues of historical and territorial revision-
ism remain high on the agenda in Ukraine.

They are overwhelmingly connected to the
ongoing Russian aggression that has resulted
in the annexation of Crimea and the occupa-
tion of several regions in Donetsk and Luhansk
oblasts in the south-eastern part of the country.

However, the specificity of territorial narra-
tives and information campaigns in Ukraine
concern two main aspects: Ukraine in itself
is the target of these narratives linked to on-
going military operations and a “frozen conflict”
in the East, while the country also serves as
a launching point for the Kremlin’s wider
geopolitical ambitions aimed at subverting
its European and Euroatlantic integration,
as well as the international community to
legitimize the Russian aggression.

The territorial destabilization narratives are
concerned mainly with historical revisionism,
especially on the topic of World War Il, as
well as the deconstruction of the Ukrainian
national identity based on societal (linguis-
tic, religious etc.) divisions and the histor-
ical ,justification” of aggressive Russian
foreign politics towards Ukraine to control
it through territorial disintegration.

Experience suggests that Central and, espe-
cially, Western Ukraine have their hotspots of
potential tensions, which are unlikely to turn
into a large-scale conflict but could substantial-
ly sour relations between Kyiv and its European
partners, especially in the CEE region.

The success or failure of revisionist narra-
tives depends on three key aspects: the
societal polarisation present in Ukrainian
society; the institutional setting of the
media space; and the disinformation strat-
egies applied by pro-Kremlin media out-
lets. In terms of existing societal divisions, the
Kremlin's communications approach targets

members of the Ukrainian Orthodox Church
of the Moscow Patriarchate based on religion,
Russian speakers based on language and eth-
nic Russians based on national identity, the
latter geographically located in the Eastern
regions of the country. Beyond these, societal
groups vulnerable to Russian disinformation
campaigns include older generations social-
ized in Soviet times, young people consuming
Russian entertainment through new/social me-
dia and low-paid workers from the Eastern and
Southern regions.

The structure of the Ukrainian media space
also contributes to the spread of territorial
narratives due to media owned by oligarchs,
the presence of "junk websites” serving
business and other interests without adher-
ing to journalistic standards, and the “clos-
ing of the digital divide” by websites linked
to television channels. The vulnerability of the
Ukrainian media to Russian influence is further
exacerbated by the lack of media literacy and
digital security in society and significant in-
filtration of the pro-Kremlin agenda into the
Ukrainian media landscape.

Media strategies applied by pro-Kremlin
media and actors utilize narratives that ei-
ther question Ukraine as a sovereign, terri-
torially unified state or legitimize Ukrainians’
and Ukrainian territories’ historical associa-
tion with Russia.

The narratives’ dissemination strategy
depends on both media present in the
Ukrainian media space, as well as media
banned by the Ukrainian authorities and mi-
grating to alternative media platforms, and
on the bot and troll armies on social media
in Ukraine.

Therefore, Facebook is not the primary channel
of communication for pro-Kremlin media. They
typically prefer websites and use Facebook
only as a supplementary means to reach
the audience that does not have access to
banned websites in Ukraine. Altogether, our
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network analysis revealed that pro-Kremlin

sites primarily rely on a tight dissemination

network of webpages that allows them to

conduct coordinated campaigns in and out-
side of Ukraine.

e Based on a representative sampling of
articles, we were able to identify 14 revi-
sionist narratives that rely on a single me-
ta-narrative or dichotomy about the West,
as opposed to the East as more pro-Russian,
which are irreconcilable in terms of religion,
culture, societal habits, values etc. The narra-
tives' terminology presents a “war of discours-
es” which addresses and frames the Russian
aggression on both sides. While the Russian
narratives argue that “separatism” was a
natural result of the "unconstitutional coup,”
followed by the political emancipation of
the local citizens in the Eastern territories,
Ukraine makes it clear the Kremlin’s con-
duct is an act of aggression trying to subdue
Ukrainian sovereignty, the Revolution of Dignity
and a war against the West.



GENERAL POLITICAL AND
GEOPOLITICAL ATTITUDES IN

UKRAINE

Geopolitical attitudes and social divisions related to
issues of race, ethnicity, religion or language may
serve as vulnerabilities which the Kremlin can use to
sow discord and create inter-ethnic tensions in do-
mestic politics or in international relations. National
identities intertwined with historical narratives serve
as the most powerful basis for geopolitical orien-
tations in a given country, making it susceptible or
protected against the Kremlin's power projection
or soft and sharp powers.

Ukrainians have a complicated relationship with
national institutions. According to a 2019 poll™,
Ukraine was the country with the lowest level of
trust in authority, with just 9% of respondents stat-
ing that they are confident in their government. This
attitude was reflected in recent Ukrainian presi-
dential elections, where the populist candidate
Vladimir Zelensky, who was previously one of the
most popular comics and showmen in the country,
had a landslide victory despite the lack of politi-
cal experience. Less than half a year later his party,
“Servant of the People,” enjoyed a similarly spectac-
ular success, with a number of new MPs also being
completely new to the world of politics.

Combined with low levels of media-literacy,'” the
lack of adequate governmental support to raise
awareness about the necessity to fact-check infor-
mation makes Ukrainians somewhat susceptible to
a massive pro-Kremlin disinformation campaign in
media and social networks. Even the new political
elites can succumb to the narratives that are distrib-

uted from Russia. According to a recent journalistic
investigation'?, which analysed political Telegram's-
channels favored by the MPs of the “Servant of
People” party, most of channels examined were
either run from Russia or by known pro-Kremlin
actors in Ukraine.

Nevertheless, geopolitical attitudes in Ukraine have
been more or less constant ever since the 2014
Euromaidan, when thousands of people loud-
ly revolted against pro-Russian president Viktor
Yanukovych's desire to steer the nation away from
integration with the EU. The level of support for
European and Euroatlantic integration in Ukraine
is gradually rising. As of 2020, 64.2% of Ukrainians
support the idea of joining the European Union.
The level of support for joining NATO stands at
51%'.In 2018, the numbers in favour of joining
NATO were 51% and 40%, respectively'®.

Additionally, despite massive disinformation ef-
forts by the Kremlin to prove otherwise, 45% of
Ukrainian respondents are confident in calling mil-
itary conflict in the Eastern and Southern regions of
the country (resulting in the occupation of Crimea
and parts of the Donbas region) Russian aggression
against Ukraine. More than 13% of respondents
stated that this is “Russia’s war with the West on
Ukrainian territory”.' This result is possible due to
the resilience efforts of Ukrainian civil society, which
combats Russian attacks in the information field on
a daily basis.
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THE UKRAINIAN MEDIA SPACE

The success of hostile influence operations is high-
ly dependent on the media environment in each
country. A free and balanced media space char-
acterised by a high degree of media freedom and
freedom of speech is more resilient to disinfor-
mation attacks, since fact-based reporting makes
it easy to debunk and expose disinformation and
conspiracy theories, thereby rendering manipula-
tion attempts ineffective. On a more general level,
the presence of a strong, balanced and independ-
ent mainstream media in a country directly neu-
tralizes local pro-Kremlin networks and indirectly
improves audiences’ media literacy against manip-
ulation.

In case of the Ukrainian media landscape,’” the
most notable distinction is the oligarchization of
this sphere in the country. This process started in
the 1990s with Ukrainian oligarchs, such as Rinat
Akhmetov, Viktor Pinchuk, and Ihor Kolomoyskiy,
investing money into creating and promoting
their outlets, which led to the present-day situation,
when ten of the most popular TV-channels are all
oligarch-owned’®. Media outlets enjoy relative free-
dom of speech and compete actively, but at the
same time they are dependent and influenced by
businessmen who are often involved with politics
as well.

When it comes to online media in Ukraine, there is
another important distinction that should be made.
Such outlets can be divided into professional and
“junk” websites - the latter enjoy a high popularity
but do not follow standards of journalism and dis-
seminate a mixture of political news pieces, tab-
loid news and paid-for information. While the first
category is generally pro-Western or neutral, the
second tends to be pro-Kremlin. These pro-Kremlin
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media outlets often serve as proxies to promote the
Kremlin-tailored narratives in the Ukrainian media
landscape after the state banned several Russian
TV-channels and the social networks Vkontakte and
Odnoklassniki.

These fringe pro-Russian media outlets are, among
others, highly concerned with historical revisionism,
especially on the topic of World War Il as well as
the deconstruction of Ukrainian national identity
based on societal (linguistic, religious etc.) divisions
and a historical “justification” of aggressive Russian
politics towards Ukraine. Examples of promoted
narratives that stem from these points include:

e "Crimea has always been Russian.""

e “Donbas has always been Russian."?

e “Ukrainians are actually Russians."?'

While banned openly pro-Russian outlets enjoy sig-
nificantly less popularity, “junk” websites often do
the same in a more subtle way and have substantial
audiences - “news"” shared by such “media” is often
of very low quality or even completely fake. Still
they can reach up to 50 million visitors per month.
By way of comparison, “Ukrainska Pravda” (main-
stream media) reaches around 39 million visitors?.

However, not all pro-Kremlin media are banned out-
lets that are administrated from Russia or are “junk”
websites. There are outlets, linked to Ukrainian oli-
garch and politician Viktor Medvedchuk, who has
strong personal ties to Russian President Vladimir
Putin and is the main promoter of pro-Kremlin nar-
ratives in Ukraine. Medvedchuk-affiliated media
include the TV-channels 112, NewsOne? and Zik?*.



SOCIETAL AND POLITICAL
INTERPRETATIONS OF

“"SEPARATISM”

Political and media discourses about our topic can
influence both how political actors and the media
may deal with present-day or historical issues re-
garding territorial disputes and identity politics,
and how the Kremlin or its local allies take advan-
tage of such a sensitive issue present in a society
or in multilateral relations. This section will attempt
to provide a holistic picture of the Kremlin's hostile
influence operations, or "active measures,” centred
around inter-ethnic conflicts and revisionist narra-
tives and the risk they pose to national security in
each country. Against the backdrop of Russian ma-
nipulation efforts and domestic political discourses,
the impact of revisionist narratives may be assessed
throughout the course of our media analysis.

The societal context of “separatism” in Ukraine is
largely linked to the territorial ambitions of the
Russian Federation, the government of which
consistently perceives Ukraine as its geopolitical
backyard and questions the state's sovereignty. This
perception is linked in the long history of Russian
political, economic and cultural domination over
Ukraine lasting more than 300 years, starting with
the Russian Empire and continuing with the Soviet
rule. The political myth of “brotherly nations” tar-
geting Russia, Belarus and Ukraine, promoted by
the Kremlin and its local agents of influence, sets
the ground for the “friend or foe” identification on
a macro-level, where Russia is positioned as a friend
sharing a historical and cultural background, while
the West is portrayed as a hostile force trying to
separate Ukraine from it. This myth is amplified by
Soviet nostalgia, actively promoted by pro-Russian
actors in Ukraine - in the framework of the Kremlin's
large-scale campaign to whitewash and glorify the
totalitarian Soviet regime.

This context serves as a stepping stone for Russian
territorial and historical revisionism in Ukraine. The
regions that have been under its strongest influ-
ence are mostly those of South-Eastern Ukraine,
including the annexed Crimea and the occupied
territories of Donetsk and Luhansk oblasts. Their

political predisposition is explained by a complex
set of factors from historical - e.g., during the Soviet
rule Crimean Tatars have been deported en masse,
and these regions were heavily populated by ethnic
Russians - to political ones. The dichotomy between
the West as more pro-European and the East as
more pro-Russian has been consistently amplified
in Ukraine for political purposes since the 2000s,
at the very least: for example, Russian political ad-
visors to Viktor Yanukovych, a former pro-Russian
president, used this trope to polarize the country
back in the 2004 election®.

In 2014-2015, the Russian government attempted
to seize more Ukrainian territories than it succeed-
ed to within the framework of the “Novorossiya”
project which included the Odesa, Kherson,
Zaporizhia, Kharkiv and Dnipropetrovsk regions
(South-Eastern Ukraine). The campaign was orches-
trated by Russian Presidential Administration under
the direct patronage of Vladislav Surkov, then an
aide to the Russian President?. “Novorossiya,” de-
scribed as a “union of people’s republics” - the so-
called "DNR" and “LNR" -, was briefly announced
in the period between June 2014 and May 2015,
and it was essentially unsuccessful, being declared
a frozen project by Oleh Tsariov, a former member
of the pro-Russian “Party of Regions” and now a fu-
gitive from the Russian Federation?’. Destabilization
attempts with the use of proxy actors have failed,
but the Eastern regions of Ukraine, regardless of
them being occupied by Russia or under the con-
trol of Ukraine, remain highly vulnerable to malign
Russian influence, a substantial component of
which lies in the promotion of Russian historical
and territorial revisionist narratives. Such promotion
is facilitated by the multilayer media-system at the
disposal of pro-Russian political forces, described
in greater detail in the previous section about the
media space. It also involves the wide network of
Russian “soft power” agents?® directly linked to in-
stitutions such as Rossotrudnichestvo and “Russkiy
Mir” foundation.



The term “separatism” in the context of ongoing
Russian aggression is widely advocated against,
since it contributes to the legitimization of the
Kremlin's hybrid war in Ukraine, which has been
described as a “civil war” by the Russian political
and media eco-system since the very beginning. It
is argued that “separatism” was a natural result of
the “unconstitutional coup,” as the Revolution of
Dignity was labelled, and was a natural choice of
the local citizens in the occupied territories. Such
wording substantially underplays the Russian role
in the hostilities incited by the Kremlin, starting with
the use of regular military?” and proxy actors akin
to paramilitary biker® clubs, the Russian Orthodox

Church?®' and Russian ultranationalist movements.

The primary goal of the “active measures” was to
further polarize the society along the lines of the
artificial “East vs. West” division that was actively
cultivated since the 2000s and to use this polariza-
tion as a means of destabilizing Ukrainian society,
in particular regarding its current pro-Western ge-
opolitical vector. As for the Russian war in Ukraine,
the aim was to redefine the context of the war,
which stems from the current regime’s imperialist
tendencies, into a more favorable picture of “civil
war”, which Russia is trying to solve as a benevolent
peacekeeper rather than a direct aggressor.

EXPERT INTERVIEWS

Within the framework of the project, a total of 5
interviews were conducted with the leading experts
in the field. Expert opinions can support or refine
some qualitative or quantitative research results of
our media research.

They came to a consensus that issues of territorial
revisionism remain extremely high on the agenda in
regard to the ongoing Russian aggression against
Ukraine. As Olha Chyzhova, communications di-
rector at Foreign Policy Council “Ukrainian Prism”
put it, “the main informational discourse is centred
on regaining control over temporarily occupied
territories of Ukraine and restoring our nation’s ter-
ritorial integrity”. The majority of commemoration
events are related to the same issue, as the histor-
ical agenda linked to World War |, the initial focus
of the research, is not relevant in Ukraine. However,
the testimony of Mykhailo Basarab, a renowned
Ukrainian historian, supported our initial hypothesis
that organized commemorations in the context of
the Trianon treaty, as few of them as there are, are
more common in the Western regions of Ukraine.
Discussing the Transcarpathian region, he high-
lighted the public events dedicated to Carpathian
Ukraine [an autonomous republic that briefly ex-
isted within Czechoslovakia in 1938-39] and the
involvement of the local Hungarian community in
commemorating World War I. This provides an op-
portunity for the Kremlin to use active measures,
such as a 2018 arson attack against the Hungarian
minority cultural office, as a means of destabilizing
society. Revisionism in general is, according to Mr
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Basarab, strongly condemned at all levels of society.

There is also a general agreement among experts
regarding the media landscape of the country, as
they describe the mainstream media as pro-Ukrain-
ian in terms of Ukraine's sovereignty and Russian
aggression. Still, it is essential to remember that, as
Mr Basarab stresses, local mainstream media are
heavily dependent on oligarchs and various busi-
ness groups - so the risk is that “their geopolitical
stance changes [according to] the interests of those
economic groups”. Atthe same time, interview sub-
jects highlighted the danger presented by fringe
pro-Kremlin outlets. They are “mostly centred on
pro-Russian and pro-Soviet sentiment of specific
groups of the Ukrainian public”. The groups the
respondent is referring to consist of older peo-
ple predominantly from Eastern and Southern
Ukraine, whose media cultural consumption habits
allow easy access for pro-Kremlin actors. As one
of the interviewees who chose to remain anony-
mous claimed, the opinion leaders in pro-Krem-
lin discourse are "Opposition Platform [- For Life],
Medvedchuk and his people and some other
representatives of the former “Party of Regions".
Interviewees also mentioned blogger Anatolii
Shariy, who is heavily empowered by Medvedchuk-
linked media resources, as one of the key pro-Rus-
sian speakers.



EXPERT INTERVIEWS

These actors are focused on promoting the nega-
tive image of NATO and the EU: as Ms Chyzhova
claims, “usually they echo traditional Russian topics
of the ‘decaying West’ and ‘aggressive NATO'. These
should also include such message as 'no NATO
member wants Ukraine to become a part of the
Alliance’, which is a common societal misconcep-
tion". This stance is supported by other interview-
ees, one of whom lists the following points on the
pro-Russian agenda: NATO is aggressive, the EU is
a bureaucratic, disintegrating structure, the United
States is attempting to control the globe, Ukraine
has lost its sovereignty and is a failed state - all of
which fit the framework of narratives promoted by
Russian state-controlled television.

These media circumstances severely undermine
the resilience of Ukrainian society. According to
Ms Chyzhova, “the general public is still quite ac-
cepting of Russian and pro-Russian media influence
due to existing informational and cultural patterns
mostly in Eastern and Southern parts of Ukraine”.
The most vulnerable societal groups are identified
as "Older generations, who are brought up on ste-
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reotypes of «the Russian-Ukrainian eternal brother-
hood; young generation, who are constantly under
a heavy informational influx of Russian video, mu-
sic and informational content in popular social me-
dia platforms; low-paid workers from Eastern and
Southern regions, who constitute the major target
audience of Russian informational efforts.” While
there are several prominent organizations in the
civic sector, dedicating their efforts to countering
disinformation, in the opinion of UkraineWorld an-
alyst Vitalii Rybak, “no single societal branch can
come up with the ideal response to such propa-
ganda narratives alone. Civil society and the gov-
ernment should work together to increase societal
resilience to separatist and revisionist narratives
in Ukraine”. Grassroots efforts appear to be insuf-
ficient to counterbalance the revisionist pro-Russian
narratives in the Ukrainian media landscape, con-
sidering the strength of the local pro-Kremlin actors
mentioned above. Substantial media-resources at
their disposal and the ongoing unification of their
efforts in the information field, where TV-channels
linked to Viktor Medvechuk serve as a hub, cannot
be countered by civic society alone.



TREND ANALYSIS OF MAINSTREAM
AND FRINGE MEDIA DISCOURSES

The trend analysis focused on general dissemina-
tion patterns of all media and social media under

GENERAL TREND

The general trend of Ukrainian political discourse
revolves heavily around the war with Russia and so,
naturally, all the major peaks revolve around news-
worthy events related to this war.

There were 5 major peaks for all sources during the
selected timeframe. The first peak occurred during
the week of 14 to 21 May 2018, and the leading
source’? comes®* from znaj.ua - a "junk” website
used to manipulate public opinion by paid-for ma-
terials in the interest of different political actors.
However, in this specific case this article, published
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review in terms of news peaks, top sources and
drivers of discussions about nationalism.3?

by znaj.ua, came from a credible source (sites like
this often repost quality content that legitimizes
their questionable items) and the article describes
Ukrainian NGOs gathering evidence of Russian
aggression for the International Criminal Court.
Practically all other top news for this peak are about
the legitimization of the war with Russia, since the
majority of content is coming from pro-Russian
website rusvesna.su (banned in Ukraine) and the
rest is mostly from neutral websites like obozrevatel.
com and nv.ua.
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The number of revisionism-related website articles and Facebook posts in the Ukrainian media space between 1 January
2018 and 15 April 2020%

The second peak is dated 26 November to 3
December 2018, and the leading article here is an
opinion piece® from obozrevatel.com, concern-
ing the introduction of martial law in Ukraine after
the Russian Navy kidnapped and jailed Ukrainian
sailors in the Azov Sea, a decision that came un-
der heavy criticism for not being introduced at the
very beginning of the war. The majority of other top
news are dedicated to concerns about the well-be-
ing of the captured sailors or martial law and come
either from znaj.ua or rusvesna.su, or neutral oboz-
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revatel.com, with reactions varying from supporting
the sailors and blaming Russia for attacking them
(neutral) to calling the incident an act of “Ukrainian
provocation” (pro-Russian media).

The third peak falls between 22 and 29 April 2019,
and it comes from the Facebook page of a politi-
cally neutral and balanced outlet, pravda.com.ua®.
The topic concerns Putin’s decree on “passportiza-
tion” of the occupied territories (weaponized ap-
proach of the Kremlin, where Russian passports are
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issued in massive amounts in order to claim “pro-
tection of Russian citizens” and justify aggression).
During this peak, most top sources come either
from Facebook pages of neutral outlets, such as
pravda.com.ua, nv.ua and 24tv.ua, or from the znaj.
ua website, and are closely related to the topic of
the lead article.

The fourth peak is the largest one, occurring be-
tween 9 and 16 December 2019. The top story
again comes from the Facebook page of politi-
cally neutral media obozrevatel.com?. This article
is about Putin’s demand to change the Ukrainian
Constitution and add the “special status of Donbas”
as well as introduce amnesty for all militia and the
administration of the Kremlin's puppet republics.
The majority of top news discuss this demand and
also the meeting of the Normandy summit in Paris.
Pro-Russian rusvesna.su and neutral pravda.com.ua
are prevalent among top sources.

The last peak is dated 24 February to 2 March
2020, and the main article here comes from po-
litically neutral nv.ua3®. The main topic of this peak
is Zelensky's decision to announce the 26th of
February as a day of resistance® to the annexa-
tion of Crimea, Russia’s negative reaction to this
announcement, and a general discussion about
recent history concerning occupation of the pen-
insula. The majority of top sources are again divid-
ed between pro-Russian rusvesna.su and a neutral
outlet, this time nv.ua, who either support the pres-
ident’s decision (neutral) or promote the Kremlin's
agenda of denouncing this event (pro-Russian).
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The list of all top sources is crowned by 5 websites:
Gordon.ua, 24tv.ua, obozrevatel.com, rusvesna.su
and znaj.ua. The selection showcases a battle of
discourses regarding issues of national identity
and territorial revisionism. Said aggression, being
of a hybrid nature, utilizes the division of the target
society regarding issues of identity and statehood,
and this divide is evident in the list. Two sources,
24tv.ua and obozrevatel, are neutral*?, with one
being linked to mayor of Lviv Andriy Sadovy and
having the necessary financial support for its func-
tioning. Gordon.ua and rusvesna.su represent two
sides of the pro-Russian discourse. The first is more
moderate and cautious in promoting the Kremlin's
messages which attract audiences questioning
professional Ukrainian media and looking for “al-
ternative points of view". The second one presents
a radical pro-Moscow stance and was popularized
by Kremlin-linked actors in the early times of the
aggression, gaining traction and recognition from
readers who did not need persuasion but looked
for constant support of their anti-Ukrainian senti-
ments. Znaj.ua is a "junk” website, a category that
does not adhere to standards of journalism and
publishes paid-for materials, some being political
advertising, some disinformation and some emo-
tionally engaging: easily consumed materials, pop-
ular with the general public.



NARRATIVE ANALYSIS OF THE

ARTICLE SAMPLES

Using the SentiOne platform we generated a repre-
sentative sample of website articles of at least 500
articles in each country to reveal and categorise the
main types of revisionist narratives present in our
data of tens of thousands of articles.*’ The samples
representative of all the articles’ and sources’ dis-
tribution within our timeframe between 1 January
2018 and 15 April 2020 allowed researchers to
identify and categorise the main types of revision-
ist or territory-related narratives in each country
without the need to read through thousands of
articles. Narrative analysis of samples revealed the
differences between fringe or mainstream inter-
pretations of the same topics and the construction
of country-specific narratives utilizing unique ma-
nipulation techniques and disinformation of the
Kremlin's playbook.

The three groups of Ukrainian narratives - main-
stream, far-right and pro-Kremlin - under examina-
tion seem to have little overlap. There are, however,
certain links between the first two groups, in par-
ticular when it comes to exploring the activities of

MAINSTREAM NARRATIVES

Mainstream media and the general narratives they
promote are not tailored to a specific target audi-
ence, as is the case with pro-Russian and far-right
groups. Rather, they aim to inform the domestic
population about the key developments in Ukraine.
The main narratives that derive from a sample anal-
ysis of mainstream media in Ukraine (the order of
listing does not indicate quantitative prevalence of
one over another) are as follows:

1. Criticism of Russia’s policies towards Ukraine.

2. Exploration of instability of the Kremlin's pup-
pet republics “/DNR/LNR" and occupied Crimea.

3. Commentary on Ukrainian politics and how se-
lect politicians interact with Russia.

4. Raising awareness about cases of Ukrainian
political prisoners in Russia.

5. Coverage of the situation on the frontlines.

pro-Russian political forces in Ukraine. This may be
explained by the fact that public far-right discourse
is focused on the issue of countering Russian ag-
gression, which fits well the nationalist framework
- butis also a broader issue of national security and
sovereignty, which attracts the attention of differ-
ent segments of the population. When it comes to
historical and territorial revisionism, which in this
case are inseparable from war based on the fal-
sified historical claims of the Kremlin to Ukrainian
territories, the Russian Federation and attitude to-
wards Russian leadership, they inevitably become
focal points of cross-cutting discourses. Far-right
and mainstream media evaluate Russian policies in
a negative way, while pro-Russian outlets naturally
view them as positive phenomena - as opposed
to their perception of Ukraine. Key narratives on
pro-Russian resources are in line with the Kremlin's
rhetoric and are ultimately inaccurate, because they
constitute an element of Moscow'’s media policy in
the framework of a hybrid war.

Firstly, it is important to note an overarching
trend in mainstream media: it tries to maintain a
pro-Ukrainian rhetoric when covering news relat-
ing to Russian aggression towards Ukraine. Names
of the Kremlin’s puppet republics are commonly
placed in quotation marks and dubbed “so-called”
to indicate societal consensus on their faux nature.
So-called "authorities” of occupied Donbas are
referred to as terrorists, militants, separatists etc.,
whereas the ones in Crimea are called occupation
authorities. The use of this terminology, however, is
not necessarily a sign of a pro-Ukrainian stance, and
"junk websites” like Znaj.ua can use such rhetoric to
appear like regular mainstream outlets. This legit-
imizes such websites even though they are often
paid to write specific pieces for political forces of
different people to promote their interests.
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. Number .
Narrative of articles Type of media Percentage
Cr|t|<;|sm of Russia’s policies towards 76 Mainstream 16%
Ukraine
Exploration of instability of the
Kremlin's puppet republics “DNR/ 40 Mainstream 8%
LNR" and occupied Crimea
Commentary on Ukrainian politics Mainstream. occasion-
and how select politicians interact 123 i 26%
. . ally far-right
with Russia
Ra|5|'ng awareness .about cases Qf 34 Mainstream 7%
Ukrainian political prisoners in Russia
Cove.rage of the situation on the 45 Mainstream 9%
frontlines
Ukraine is Russophoblc and ungrate- 51 Pro-Kremlin 1%
ful to Russia
Ukraine is used as a pawn by the
United States to promote anti-Rus- 37 Pro-Kremlin 8%
sian policies
Ukraine attacks Donbas 46 Pro-Kremlin 10%
Donbas will not return to Ukraine 23 Pro-Kremlin 5%
Criticism of pro-Russian revanchism Mainstream and far-
. . 1 . 0.2%
in Ukraine right
Existing Russian influence in Ukraine, Far-right, occasionally o
. . : 1 . 0.2%
from business ties to media mainstream
Necessity to protect the “language
law” and preserve the history of na- 3 Far-right 0.6%
tionalist movements
Defence against the discrediting of
the right movement and military vet- 1 Far-right 0.2%
erans
Decisive role of the right movement
in Revolution of Dignity and protect- 1 Far-right 0.2%
ing Ukraine.
Altogether 482 100%

Table 1. The number and share of different narratives across mainstream, far-right and pro-Kremlin samples in Ukraine

As for the criticism of Russia’s policies towards
Ukraine, mainstream media for the most part re-
main critical of Russian actions towards Ukraine
and often comment on Ukraine-related news from
the internal Russian agenda, like the scandal*? con-
cerning Natalya Poklonskaya - a former prosecutor
general in occupied Crimea and a current Russian
MP - sentencing a person on separatism charges,
which angered Russian politicians, but is describes
as rather ironic by Ukrainian media.
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Mainstream media also occasionally berate
Ukrainian politicians for any perceived weaknesses
when dealing with the Kremlin. This includes scepti-
cism® at the idea of “peace at any cost”, which can
sometimes be associated** with President Zelensky
and his party “Servant of the People”. This topic was
often discussed in anticipation of the summitin the
Normandy Format, when media were speculating
about whether or not the outcome® will be nega-
tive for Ukraine.
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Additionally, the examination of pro-Russian revan-
chism in Ukraine is not uncommon, and this is a sim-
ilarity between mainstream and far-right discourses,
although mainstream media do, of course, provide
factual analysis to support their claims, whereas far-
right publications are designed to elicit emotions
by appealing to the patriotism of their audience.
Politicians such as Viktor Medvedchuk, his party
members and media outlets belonging to him are
systematically designated as “pro-Russian” and can
become a subject of intense discussion in society,
like in the case of an infamous attempt to arrange a
teleconference* between Ukraine and Russia.

Covering the instability of life in puppet republics
and debunking Russian disinformation about the
desires of local populations is another important
aspect in mainstream media. This can come in the
form of reporting on the events in the “republics”,
like this piece®” about an explosion during a so-
called “congress of the communist party of DNR.”
Another article is a detailed exploration*® of how
the Donbas population was duped by Putin into
supporting the creation of puppet republics and
their current condition, or a report of the forced
"passportization”® of the local population. Here is
an article®® from the junk-site Znaj.ua, where they
examine numerous foreign outlets which write
about life in occupied Donbas. It is important to

FAR-RIGHT NARRATIVES

The sample analysis of articles in a far-right category
allows for the establishment of 5 key narratives (the
order does not indicate quantitative prevalence of
one over another). Among the top sources we can
find far-right organizations such as “Pravy Sector”,

“Bily Molot", “National Corps” and their media, for-
mulating the following narratives:

1. Criticism of pro-Russian revanchism in Ukraine.

2. Emphasizing existing Russian influence in
Ukraine, from business ties to media.

3. Necessity to protect the “language law” and
preserve the history of the nationalist move-
ment.

4. Defence against the discrediting of the right
movement and military veterans.

5. The decisive role of the right movement in the

Revolution of Dignity and protecting Ukraine.
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note here that “junk-sites” like this one would of-
ten post pro-Ukrainian articles from valid sources,
which would allow them to legitimize their more
questionable content, such as negative paid cam-
paigns against targeted politicians or political par-
ties.

Ukrainian political prisoners in Russia are frequently
discussed and were an especially hot topic when
president Zelensky was organizing prisoner ex-
changes®'. This was a controversial®> move, since
the Ukrainian side managed to free some of the
more famous Kremlin prisoners like Oleg Sentsov
and the Ukrainian sailors captured during the act
of Russian aggression in Azov sea, but had to give
up Volodymyr Tsemakh - a key witness the in MH17
process, which could have potentially complicated
the ongoing trial.

The situation on the frontlines and the number
of casualties is another closely followed topic.
Interestingly, mainstream media report not only on
the casualties of the Armed Forces of Ukraine (AFU),
but occasionally also comment® on the losses on
the side of so-called “republics”, especially when
casualties were the results of violations of ceasefire.
The coverage of the latter is factual and they are
referred to as terrorists or militants.

There are, however, several important observations
to make regarding the identification of far-right nar-
ratives and the broader context in which they are
developed. First, given the relatively small size of
the sample, it is recommended not to extrapolate
these narratives regarding the overall or general
far-right discourse(s) in Ukraine. The recommenda-
tion is further underlined by the fact that randomly
selected articles vary greatly in their focus, from
identifying® existing business activities of Russian
oligarchs in Ukraine to offering congratulations®
on the national Unity Day.

Second, the separation and concealment of differ-
ent discourses in far-right movements is of special
importance here, as a significant part of communi-
cation, which could have altered the narratives iden-
tified, is taking place in closed Facebook groups



and in messaging applications such Viber and
Telegram, which are both outside of the scope of
this research and difficult to gain access to. Publicly
available information on the resources analyzed is
focused on Russian aggression and drifts closer to
neutral media, mostly (but not always) avoiding the
rhetoric typically attributed to the far-right, such as
the promotion of traditional values, anti-immigra-
tion sentiments, sexism, homophobia etc. A notable
exception is an interview®® with Vyacheslav Horin,
leader of the far-right “Bily Molot” organization,
where the interviewer speculates that “lobbying for
liberal values and the propaganda of tolerance or,
holding LGBT-parades” contributes to “ideological
conflict in society”. Additionally, Horin expresses
soft sexism, stating that “a true Ukrainian woman
would overcome everything for her warrior. Today,
women are tasked with a great mission to safeguard
their loved ones, while we [are tasked with] - pro-
tecting our land and our women”.

Another important observation deals with accura-
cies and inaccuracies of the established narratives.
Ukrainian civil society largely agrees that there is
a growing threat of pro-Russian revanchism®” in
Ukraine and that this threat undermines Ukrainian
national security. There is also no doubt that Russian
business groups still hold sufficient influence in
Ukraine, and pro-Russian share in Ukrainian media
landscape is significant. The “language law,” much
demonized by Russian and pro-Russian media,*® al-
though not without shortcomings, is not discrimina-
tory against minorities, but is aimed at supporting
the Ukrainian language in public schools and cur-
riculums. Stepping back from it would indeed mean
giving into the pressure coming from the Kremlin.
The criminal case regarding the murder of journalist

PRO-KREMLIN NARRATIVES

Analysis of the sample of pro-Kremlin media
demonstrates 4 meta®'-narratives (the order does
not indicate quantitative prevalence of one over
another). They mostly target Russian-speaking
populations with an actively pro-Russian position;
however, some sources promote these narratives in
a more subtle way, to broaden the target audience.
These include:

1. Ukraine is Russophobic and ungrateful to

Russia.
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Pavlo Sheremet® is one of the most public, closely
followed and important criminal cases in Ukraine at
the moment. In the investigation, 5 suspects have
been identified, all of whom are linked to Joint
Forces Operations against Russian aggression in
the East in 2019 - 2 are Ukrainian veterans, 1 is a
volunteer, 1 is a military doctor and 1 is a sergeant
at JFO.° The case has achieved a high-profile and
become quite contradictory, as there is widespread
belief that the suspects are innocent, accompanied
by a public campaign for their release; there is also
afear thatthe case is, indeed, aimed at discrediting
veterans. It should be noted, however, that veter-
ans and volunteers should not be linked to far-right
movements in Ukraine, which repeatedly attempt
to overplay its role in protecting Ukraine against
Russian aggression.

This overstated role of far-right movements in
countering Russian aggression is, perhaps, a key
inaccuracy in identified and publicly promoted nar-
ratives - regarding, specifically, narrative five about
the decisive role the right movement played in the
Revolution of Dignity and protecting Ukraine. The
Revolution of Dignity united many different so-
cial groups, often with conflicting views, such as
far-right and pro-human-rights groups. The same
goes for the participants of the JFO and other forc-
es trying to enhance national security - this is not a
homogenous community, and the right movement
does not play decisive role here. Far-right groups
often try to monopolize the discourse of war and
emphasize their role in the volunteer movement.
The movement, however, involved civic activists
with different backgrounds, students, the LGBT+
community and members of Ukrainian civil society
in general.

Ukraine is used as pawn by the United States
to promote anti-Russian policy.

3.
4.

Ukraine attacks Donbas.
Donbas will not return to Ukraine.

In addition to these overarching narratives, there
are several recurring topics which pro-Kremlin
fringe media tend to focus on, particularly the issue
of water supply in Crimea (which the Kremlin press-
es Ukraine to reinstate), the discussion of the Minsk
agreements and comparisons between Poroshenko
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and Zelensky (changing from more to less favoura-
ble perception of Zelensky).

Alleged Russophobia and using Ukraine as a politi-
cal tool to undermine Russia (N1 and N2) are of par-
ticular importance, and have been among the pre-
dominant narratives on Kremlin-controlled Russian
TV as well. Overall, the narratives tend to overlap
and amplify each other, as exemplified®? here: “Two
last presidents of Ukraine, with all the differences
in their approaches and principles of governance,
exemplify the essence of Ukrainian state and soci-
ety. There could be no other presidents in Ukraine.
Poroshenko and Zelensky, regardless of what guid-
ed them, continued on the highway that was laid out
with support of the West back in 1991 - building an
anti-Russia”. The source - Alternatio.org - belongs
to the first out of two groups pro-Kremlin media
may be categorized in: openly supporting the
Kremlin's rhetoric (this category is usually banned
by the Ukrainian government, but still easily acces-
sible with VPN and via a number of other resources,
such as Telegram, where websites have their own
channels) and ones adopting a softer tone and/or
spreading disinformation in other ways.

Two groups - with a harder and softer pro-Russian
stance - are sometimes at odds with each other. For
example, Rusvesna, an openly pro-Russian source,®®
alleged that journalist Dmytrii Gordon is “a Kyiv
propagandist”, while Gordon himself - knowingly
or not - often serves, in a much more subtle way,
Russian interests in the Ukrainian media landscape,
mostly through giving agency to Russian actors
such as the terrorist®* Igor Girkin®®. He has recent-
ly given a number of controversial interviews with
the former so-called “Prosecutor General” of the
occupied Crimea, Natalia Poklonskaya, and Girkin
himself, a move which was met with much criticism
by the Ukrainian media community not only for giv-

ing them access to the Ukrainian audience, but also
for the non-challenging attitude he adopted dur-
ing the interviews. Such a stand-off between two
groups of pro-Russian media is important, as it cre-
ates an artificial sense of trust towards the sources
of softer propaganda and facilitates its spread.

The narrative of Ukraine-alleged attacks®® on
Donbas is also, expectedly, in line with narratives
promoted by Russian TV: “In addition to the increas-
ing intensity of provocative shelling of our republic’s
territory before the meeting of the contact group
in Minsk, the criminal leadership of Ukraine, with
a goal of imposing political pressure, started im-
plementing Zelensky's electoral promise to declare
an information war on Donbas.” Statements®” such
as "AFU attempts to hide the truth about the actual
situation death squads at Donbas are in" also fit this
framework, as Russian propaganda has tradition-
ally portrayed Ukrainian military as aggressive and
suffering from severe losses.

A significant part of the messaging on the openly
pro-Kremlin sources is aimed at promoting the vis-
ibility of political autonomy of the Kremlin's pup-
pet republics. While they are portrayed as distinctly
pro-Russian and having inseparable ties with Russia
("Residents of DNR actively compile documents for
receiving Russian citizenship®®"), attention is also fo-
cused on the activities of local "authorities”, always
pictured in a positive light. For example:*? “DNR
Ministry of energy and coal continues to implement
social guarantees for miners and pensioners of the
field,” claimed one pro-Kremlin piece. One of the
key messages widely used to highlight distancing
between Donbas and Ukraine was an interview with
the former Putin aide responsible for the Kremlin's
policy towards Ukraine Vladislav Surkov, where he
"explained’, why Donbas will not return to the cur-
rent Ukraine".
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NETWORK ANALYSIS OF FRINGE

WEBSITES

Big data researchers created a network of pro-Krem-
lin and third-party websites based on the hyperlinks
embedded into articles published on pro-Kremlin
media in each country.” We decided to use hyper-
links as building blocks of our networks, since links
either direct interested audiences to other relevant
pro-Kremlin media, or they serve as references to
third-party sources to authenticate their articles.
Consequently, the examination of networks re-
vealed two aspects of pro-Kremlin communication:
the wider dissemination networks of pro-Kremlin
media used to spread revisionist messages and link
other pro-Kremlin sources; and the prerequisites of
impactful message construction. Researchers an-
alysed three types of networks in their respective
countries. A “complete network,” with all the media,
to understand all the media’s interconnectedness
and their main dissemination/reference strategies.

A“clean network” of websites were used to analyse
only the most important nodes of the network and
connections between media disseminating revi-
sionist narratives.”? Finally, a network comprised of
only our initial pro-Kremlin websites revealed the
interconnectedness of the core pro-Kremlin media
used throughout this research, examining if they
formed a strong bond in the dissemination process
of revisionist narratives.

In the Ukrainian network under review, the diver-
sified network of pro-Kremlin media in Ukraine
- members of which employ different tactics of le-
gitimization and amplification of corresponding
messages - shows the massive effort the Kremlin
puts into promoting their main narratives in Ukraine
with the aim to undermine the government and

mainstream media.

THE COMPLETE UKRAINIAN NETWORK

Analysis of the complete network revealed an in-
teresting difference of the pro-Kremlin media’s ap-
proach to distributing and reinforcing its content.

Some are blatantly pro-Russian, while others pose
as legitimate sources with professional journalists
only to be spreading toned-down pro-Kremlin
messages. Gordon.ua is the site with the largest
number - 7360 - of relations (a metric used to es-
tablish the significance in the network). It positions
itself as a mainstream media outlet but is known
to frequently promote pro-Kremlin narratives. It is
oriented towards widely disseminating their own
materials through social networks, and thus has
the biggest connections to Facebook, Twitter and
Youtube platforms. Dubbed the official Facebook
page of Dmitriy Gordon - founder and head of the
titular outlet, who claims to be a professional jour-
nalist -, it has 315,932 followers’® and the official
(albeit unverified by Facebook) page of the outlet
has 138,819 followers’. This self-referential activity
reveals not only the click-bait nature of the outlet,
but also the fact Gordon.ua has a much better level
of legitimacy as a “mainstream” media outlet than
the rest of the pro-Kremlin media.
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Unsurprisingly, a common trait across all pro-Krem-
lin media, such as the aforementioned Gordon.ua,
Rusvesna.su and Alternatio.org, was using Russian
news agencies such as TASS, RIA Novosti and RBC
for reference. However, Gordon.ua is an outlier
within the pro-Kremlin media in that it also uses
recognized Ukrainian and international media as
well as Ukrainian governmental sites to support
its claims. This tactic is similar to the way "junk-
sites” - portals that often share questionable con-
tent, which targets specific politicians or political
forces, depending on the will of those who paid
for such an information attack - try to legitimize
themselves. Using both Russian and Ukrainian/in-
ternational sources creates an illusion of objective
journalism, which is an image Gordon does his best
to promote.

Another noteworthy finding was that the outlet with
the second highest number of relations - Rusvesna.
su - had the strongest connection to pravoslavie.ru
- a site connected to the Russian Orthodox church.
This falls in line with the general process of merging
the church and state that can be observed in Russia
and the emphasis of Putin’s regime on so-called
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The complete network of Ukrainian pro-Kremlin websites and third-party sites
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“traditional values” derived partially from Orthodox
Christianity. It is important to note that the Russian
Orthodox Church is used to promote pro-Kremlin

THE CLEAN NETWORK

The greatest number of connections in the clean
network can be attributed to, unsurprisingly,
Gordon.ua, which paints a picture of supposed
objectiveness in their materials - as seen on the
graph below.

It has, however, the most significant connections
to Russian news agencies TASS and Interfax, the
Russian governmental site Kremlin.ru, thus oper-
ating as an “echo-chamber” for Russian narratives.
On the other hand, it also relies on Radio Svoboda
and its affiliated portal with news about

Crimea, which is considered to be a re-

liable source as a part of the Radio Free

Europe network.

A similar tactic of legitimizing it-
self through references to credible
Ukrainian sources is employed by a
smaller pro-Kremlin outlet, From-ua.
com. Interestingly, Grodon.ua and From-
ua.com, as well as Ua24ua.net (the do-
main name resembles 24tv.ua - a main-
stream outlet) use the denominator “ua”
to hide their pro-Kremlin nature, unlike
more starkly pro-Russian Ukraina.ru and
Rusvesna.su.

Speaking of which, Rusvesna.su is con-
nected only to other similar outlets that
are banned in Ukraine and to Russian
news agencies, whereas Ua24ua.net and
Antifashist.com are connected predom-
inantly to Facebook, where they interact
with their audiences. Thus, these pages
try to circumvent the Ukrainian media
space either through their (banned)
websites or via social media to reach the
target audience in Ukraine.

In terms on content, the aforementioned
sites can be divided into roughly 2 ma-
jor categories: openly pro-Russian sites

narratives regarding the Russian war in Ukraine as
well.

forms with a general pro-Russian agenda, but which
try to legitimize themselves as mainstream media.
While all of them will cover the news through the
angle of Kremlin narratives about Ukraine and the
world, these categories differ in rhetoric and the
way they disseminate Putin’s agenda.

The former, which include Ukraina.ru, Rusvesna.su
and Alternatio.org, would describe Russian military
forces in Donbas as local freedom fighters and
Russian aggression as civil war in Ukraine, and they

(which are banned in Ukraine) and plat- the clean network of Ukrainian pro-Kremlin websites and third-party sites
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would promote aggressive propaganda towards
the Ukrainian government and Western countries
that can be typically observed on Kremlin-backed
television and press in Russia. The latter category,

which includes Gordon.ua, Strana.ua, Vesti.ua etc.
take a more subtle approach both with rhetoric and
messaging in order to mimic mainstream media.

THE NETWORK OF PRO-KREMLIN PAGES

Our analysis uncovered a clearly defined, intercon-
nected network of pro-Kremlin outlets in Ukraine,
which shows that dissemination of pro-Kremlin
messages is a systemic and planned strategy, as
seen on the graph below.

The strongest connection exists between the sites
Rusvesna.su and Alternatio.org, both of which are
banned in Ukraine. This shows how these media
- which we can classify as being the most fringe
ones within the category (since not all of the se-
lected media are banned) - amplify one another
through creating a loop of confirming similar mes-
saging. These sites, administrated from Russia, were
banned by the Ukrainian government as such that
threaten national security due to their anti-Ukraini-
an nature. They are connected by their similarity in
rhetoric and the blunt dissemination of Kremlin nar-
ratives. For example, this article’® from Rusvesna.su
completely parrots statements from Russian federal
television about “Nazis in charge of Ukraine” and
“Ukraine is a failed state”.

Another important finding is the ab-
solute connectedness of all outlets to
Strana.ua, arguably one of the top and
most-recognized pages among pro-Rus-
sian websites (with over 30 million views
in May alone’). This outlet is a great ex-
ample of the way how such media are
able to legitimize themselves as “main-
stream,” given enough resources and a
subtlety in conveying Kremlin narratives.
The site's relative “credibility” serves as a
way to reinforce the narratives of other
media that cite it.

As itis clear from the graph, the massive
information campaign against Ukraine
is coordinated and structured in nature.
While there was a presence of Kremlin
discourse in the Ukrainian media land-
scape all throughout Ukrainian inde-
pendence, the boom of appearance

of pro-Kremlin fringe media started in 2014, after
the Russian military invasion and the occupation of
Ukrainian territories. Select media, like Strana.ua,
even managed to change their reputation to that of
a "mainstream” outlet during that time. While there
is a different tone and rhetoric depending on the
outlet, most of the articles on pro-Kremlin media
are concerned with Ukrainian politics, relations with
Russia and the situation in the occupied territories.

A good example of pushing the same narrative
regarding Russian military intervention and aspira-
tions towards Ukrainian territories across different
media comes from discussions of the Normandy
Format summit. While the tone of such coverage
might be different, ranging from staunchly an-
ti-Ukrainian on the banned outlets”” 78 to seeming-
ly neutral’? 8, there is a common factor in these
articles of so-called “forced appeasement” (when
reaching peace with the aggressor at all costs is
presented as an inevitability) and the erasure of the
Kremlin's role as said aggressor from the discourse.

The Ukrainian network of pro-Kremlin websites

24



STATISTICAL ANALYSIS OF FRINGE

FACEBOOK PAGES

To reveal successful dissemination strategies on
social media (Facebook), we conducted a com-
parison of top-performing fringe Facebook pages’
and posts’ statistical data.®' Our analysis focused
on far-right and pro-Kremlin pages only, because
these are the main venues of pro-Kremlin or ex-
tremist, revisionist communication in most of the
countries under review. Based on the analysis of the
5 top-performing far-right and 5 top-performing
pro-Kremlin pages in terms of the number of aver-
age reactions per post, we identified the conditions
for the successful dissemination of revisionist narra-
tives and historical grievances in each country’s so-
cial media. A comparison of top-performing fringe
posts in terms of the total number of interactions
was conducted to reveal why certain chauvinistic,
revisionist or pro-Kremlin messages are more vi-
ral than others. The comparison of viral posts was
extended to “irrelevant” or non-relevant posts as
well, to see whether revisionist posts performed
better or worse than any other posts found on the
fringe pages.

Analysis of the Facebook pages focused on fringe
far-right and pro-Kremlin sources - the latter, how-

ever, cannot definitely be identified as Ukrainian,
since some of them (like Ukraina.ru) are linked to
media allegedly sponsored by the Russian govern-
ment. Both groups are heavily focused on issues
related to territorial revisionism in regard to Crimea
and Eastern Ukraine. However, as expected, they
approach it from opposing points of view: while
far-right sources share the predominant position
that these territories are integral parts of Ukraine
(which also makes them more acceptable in the
mainstream information field), pro-Kremlin sources
question this stance. Our analysis briefly explores
similarities and differences between the perfor-
mance of the two groups and how they are linked
to the key narratives on far-right and pro-Kremlin
outlets. In both cases, Facebook is not the primary
channel of communication - as stated previously,
far-right groups often adapt their discourse on
public sources and have transferred a significant
part of their communication to closed groups and
messengers; meanwhile, pro-Kremlin media typi-
cally prefer websites and use Facebook as a sup-
plementary means to reach an audience that does
not have access to websites banned in Ukraine®.

PERFORMANCE OF FACEBOOK PAGES

The best-performing Facebook pages, based on
the number of subscribers, in the far-right group
include:

®  Pravyy Sektor (Right Sector) with 69,400+ sub-
scribers - arguably the most well-known nation-
alist organization turned party in Ukraine.

e Tradytsiya | Poryadok (Tradition and Order) -
website of a self-defined conservative move-
ment that aims to form a party with a tradition-
alist agenda.

*  Molodizhnyi Natsionalistychnyi Kongress (Youth
Nationalist Congress) - website of an organ-
ization targeting youth to promote Ukrainian
nationalism.

e VGO “Sokil” (All-Ukrainian GO “Falcon”) - web-
site of a sports and paramilitary organization
based on “the ideology of Ukrainian national-

"

ism”.
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e Nevidomyy Patriot (Unknown Patriot) - web-

site of the NGO of the same name focused on
tracking Russian aggression and criticizing the
current Ukrainian government.

The picture is slightly different when average in-
teraction numbers with the posts are analysed. In
this category, the leaders are Pravyy Sektor (Right
Sector), Nevidomyy Patriot (Unknown Patriot) and
Tradytsiya | Poryadok (Tradition and Order). The
difference in the number of subscribers and en-
gagement numbers® can be attributed to the fact
that these groups are more focused on engaging
members in direct action (protests, marches etc.)

A noteworthy characteristic is that all these pag-
es are linked to already recognized organizations
and not to mostly unknown grass-roots initiatives
or volunteer groups, which allows them to formal-
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ize their presence on social media and dedicate
more resources to improving their performance.
The substantial gap in terms of the amount of sub-
scribers between “Right Sector” and other pages
is explained by the fact that RS receives the most
publicity due to Russian propaganda back in
2014 building a myth about RS as an aggressive
Ukrainian far-right movement ready to attack the
Russian-speaking population in Crimea and South-
Eastern Ukraine. The Russian disinformation cam-
paign then attracted many readers who did not nec-
essarily share far-right views but were looking for a
well-known organization with a focus on countering
Russian influence.

As for fringe pro-Kremlin Facebook pages, the
top-ranking ones are:

e  Strana.ua - Novosti Ukrainy (Strana.ua - News
from Ukraine) -website of the arguably most
well-known online media outlet (due to suc-
cessful efforts legitimizing itself as mainstream)
in the pro-Kremlin segment, Strana.ua, with
66,400+ subscribers.

e Ukraina.ru - website linked to another key re-
source promoting Kremlin narratives, with the
website itself blocked in Ukraine.

®  Golos Pravdy (Voice of Truth) - website of the
outlet "Golos Pravdy”, self-defined as opposi-
tion to the Ukrainian government

*  Antifashist - website of a self-defined “informa-
tion agency” promoting anti-Ukrainian messag-
ing, with the website also blocked in Ukraine.

Again, the leading page enjoys significantly more
subscribers than the others. This may be explained
by the fact that unlike many other pro-Russian re-
sources, Strana.ua is not blocked in Ukraine. The
original website has close to 50 million visits each
month (according to SimilarWeb) with visitors from
both Ukraine and Russia, and it may be viewed as
a pro-Kremlin news hub, with its visibility attracting
subscribers to the Facebook page.

When it comes to average interactions per post,
the leaders are Golos Pravdy (Voice of Truth) and
Antifashist. Interestingly, resources like Ukraina.
ru and Antifashist use Facebook as an alternative
means to reach Ukrainian audiences despite their
websites being blocked - they also use YouTube
and Telegram channels for the same purpose.

A comparison of far-right and pro-Kremlin Facebook
pages allows us to establish that a key prerequi-
site to success is the publicity gained through the
Revolution and subsequent opinion-forming about
the war. They also mobilize their target audience
through appealing to threats - far-right pages focus
on Russian aggression, while pro-Kremlin ones ex-
ploit the fears established by Russian propaganda,
such as a fear of Russian speakers’ suppression and
the narrative related to rising fascism in Ukraine. On
the other hand, far-right pages are mostly linked
to organizations, while pro-Kremlin ones pose as
“news outlets”; also, far-right pages postin Ukrainian
while pro-Kremlin in Russian.

PERFORMANCE OF VIRAL POSTS

A comparison of the online performance of both
“relevant” and “irrelevant” messages shows that rel-
evant posts trigger more reactions (174.9 on av-
erage) than irrelevant ones (46.2 on average) - as
seen in the table below.

This particularly affects the number of shares (127 vs.
17.3 on average). The most viral posts in both seg-
ments usually deal with issues of ongoing Russian
hybrid aggression in Ukraine, which is a pressing
issue and naturally attracts more attention from the
audience than other topics. Far-right groups, espe-

Average Number | Average Number | Average Number Numbers of
of Reactions of Comments of Shares Documents
Irrelevant posts 46.2 9.5 17.3 28,589
Relevant posts 174.9 18.3 127.0 161
Total 47.0 9.5 17.9 28,750

Table 2. The average number of total reactions, comments or shares produced by revisionism-related or unrelated Facebook
posts found on far-right or pro-Kremlin pages in Ukraine

26



STATISTICAL ANALYSIS OF FRINGE FACEBOOK PAGES

cially the best-performing Right Sector, focus on the
issue of Russian revanchism in Ukraine - one of the
predominant narratives on their websites as well -
which explains their popularity, because problems
related to the Orthodox Church of Ukraine® and
occupied territories interest a wide array of people,
not only those with nationalist views. Two of the
top-performing posts, based on the total number
of shares, are people-focused: a story®® about an
attack on a student who protested against a mon-
ument to controversial Soviet military commander
Vatutin in Kyiv 2 years ago, and an interview?®® with
a 74-year old veteran who fought in the battle for
Donetsk airport. In the first case, a widely discussed
issue of decommunization encouraged active re-
actions (including 12,000 shares) combined with
the emotional story of an attack and an unfair sen-
tence (7 years in prison for vandalizing a statue) for
the victim of the attack itself.?” In the second case,
the atypical age of the solider and his involvement
in one of the most well-known battles at the early
stages of the war were also factors which contrib-
uted to high performance. The fact that he bravely
defended his country at such an advanced age cre-
ates an emotional backdrop for glorifying volun-
teers enlisting to fight on the Ukrainian side.
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Pro-Kremlin pages focus on discrediting®® veterans,
alleged Russophobia®? and fascism in Ukraine as
well as the so-called “external governance”® on be-
half of the United States that, according to Russian
and subsequently pro-Russian sources, incited “civil
war” in Ukraine. Posts by “Golos Pravdy” often com-
bine several narratives in one publication, which
also works well for attracting a wider audience.
Their best-performing post, based on the total num-
ber of shares, deals with a slightly different issue - a
news announcement?’ that the occupying authori-
ties in Donetsk and Luhansk closed the borders and
refused to let the locals seeking treatment leave for
the Russian Federation due to the COVID-19 pan-
demic. The popularity of the post is explained, first
and foremost, by the sheer popularity of Strana.ua
itself, as well as by the pressing issue of the coro-
navirus and related restrictions. Another notable
example of Kremlin narratives that are disseminat-
ed is "Ukraine is a failed state”, which is reflected in
this article? that states people in occupied Crimea
are scared to “go back to Ukraine”.
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SOCIETAL RESILIENCE

The capacity for resilience to pro-Kremlin disinfor-
mation efforts among the general public in Ukraine
is currently insufficient. This stems largely from two
main factors: low levels of media literacy and dig-
ital security in society, and significant infiltration
of the pro-Kremlin agenda in the Ukrainian media
landscape. Due to the low level of media literacy
in Ukraine, the general public is overall vulnerable
to information operations. Fringe far-right or far-left
groups are even more vulnerable to such influence
and, moreover, are often used as instruments of
active measures to promote particular narratives
and conspiracy theories.

The Ukrainian population in the South-Eastern
regions of Ukraine - in particular, the majority of
respondents from Donbas - claimed they do not
trust Ukrainian television” and Propaganda effec-
tiveness Index is the highest (50) in Donetsk oblast,
compared to 5 in Volyn oblast.?” This makes the
target population highly vulnerable to Russian dis-
information and propaganda. Russian-speakers
are generally more susceptible to Russian disin-
formation than Ukrainian-speakers®. Followers
of the Ukrainian Orthodox Church (the Moscow
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Patriarchate) are the most vulnerable among the
notable religious groups.

Since Ukraine is in the centre of Russian hybrid ag-
gression, there is a significant and multifaceted ef-
fortto push back pro-Kremlin influence in the coun-
try. The Ministry of Information Policy of Ukraine
which existed from 2014 to 2019 (later merged
with Ministry of Culture and the Ministry of Youth
and Sports) dealt with information attacks on the
governmental level. The new Ministry of Culture
has similar objectives regarding combating disin-
formation.

As for civil society, the list of Ukrainian non-gov-
ernmental organizations which directly combat
disinformation, includes but is not limited to the
following: Ukraine Crisis Media Center, StopFake,
Euromaidan Press, Detector Media, Texty,
Informnapalm, Internews Ukraine, Center for de-
fence reforms etc. These NGOs excel particularly
in promoting media literacy, debunking fakes and
raising awareness of Russian hybrid operations
worldwide.
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Countering revisionist narratives that are closely
linked to the pro-Russian disinformation eco-sys-
tem in Ukraine can only be effective with the coop-
eration of civil society and the government, which is
faced with a responsibility to implement a number
of broader systemic reforms concerning the spread
of fake news and disinformation. Given the role of
oligarchic media in Ukraine and their destructive
influence, it is essential to have a transparent, inde-
pendent media market in the country. In such a sit-
uation, disinformation, including issues of Russian
aggression and historical/territorial revisionism in-
separably linked to it, would not be publicly broad-
cast and amplified by high-ranking TV-channels
and other media outlets in the best interest of a
given politician. This, however, is a strategic task
that many Ukrainian governments, including the
current one, have been struggling with.

In a middle- and short-term perspective, the gov-
ernment should increase the transparency and ef-
fectiveness of its communication on the relevant
issues. Sitting President Volodymyr Zelensky and
his entourage consistently use vague and ambig-
uous wording on the issues of Russian aggression,
often neglecting to recognize it as such and do
not adhere to the basic principle of “naming and
shaming” the actors responsible for spreading dis-
information in Ukraine. It is essential that bodies of
authority are timely and clear in their communica-
tion to avoid the creation of an information vacuum,
which is filled with disinformation. They should also
more actively involve the expert community in the
fight against disinformation, engaging its repre-
sentatives in supervisory boards and/or other ad-
visory bodies - not only at the level of the central
government. This issue can be solved be reviving
the Ministry of Information Policy as a separate en-
tity, but with increased oversight responsibilities.
It has been highlighted by the interviewees that
South-Eastern regions of Ukraine are particularly
vulnerable to malign information influence, and
that members of civil society who have substan-
tial experience and are aware of specific regional
threats should have a voice on the ground.

Nevertheless, it is worth expanding the focus of
analysis and paying attention not only to the is-
sues directly linked to Russian historical and ter-
ritorial revisionism in the most heavily targeted
regions. Experience shows that Central and, es-
pecially, Western Ukraine have their hotspots of
potential tensions - which are unlikely to turn into
a large-scale conflict, but could substantially sour
relations between Kyiv and its European partners.
The Kremlin has been spotted behind attempts to
target the bilateral relationship between Ukraine
and Poland as well as Hungary and Romania, us-
ing historical and territorial issues. These risk zones
differ significantly in their economic, societal and
historical context from South-Eastern Ukraine, and
they should be monitored and evaluated careful-
ly by the professional community whose advisory
contributions to the government would be quite
necessary.
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